



Bonus Content 

Use this Bonus Content Document together with your Starter Guide to get the 

most out of your crypto learning experience.  
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Risk Notice 
 

Crypto markets can be volatile bringing both favourable and unfavourable 

results. As a rule of thumb we recommend never investing any amount over 

what you can afford to loose. We also strongly suggest against investing with 

borrowed money (it keeps the energy much more clear and stress free for 

everyone!). Conscious Crypto and its affiliates takes no responsibility for the 

investment decisions made based on the information contained in this Bonus 

Content Document or any of our supplementary material. We are not financial 

advisors. You are a fully empowered, sovereign investor and as such take full 

accountability for how you choose to invest your money. Always be aware of the 

risks of the market and tailor your investments accordingly. 
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Section A - What are Cryptocurrencies? 
 

A  cryptocurrency is a digital or virtual currency that is secured by 
cryptography, which makes it nearly impossible to counterfeit or double-
spend. Many cryptocurrencies are decentralized networks based on 

blockchain technology—a distributed ledger upheld by a disparate network of 
computers. 

 According to Investopedia: “Typical or traditional financial institutions, like 
banks, are not involved in cryptocurrency transactions between one person and 
another (P2P). That means (cryptocurrency) payments are faster as they are not 
going through any kind of institutions. In addition, they are cheaper as well, 
since there are no fees, which makes cryptocurrencies so popular.  

 They are not widely accepted yet, 
but more and more companies are 
beginning to accept them as a method 
of payment.  
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 Section B - What is a Blockchain? 

 
 

Blockchains are incredibly popular nowadays. Like the name indicates, a 
blockchain is a chain of blocks that contains information. It is the very 
technology that enables the existence of cryptocurrencies. 

 Blockchain is a decentralized ledger of all transactions across a peer-to-
peer network. Using this technology, participants can confirm transactions on the 
ledger without a need for a central clearing authority (aka banks!). The 
interoperability, speed, transparency and freedom of the Blockchain makes it a 
truly revolutionary technology antiquating many current monetary and 
information-sharing systems that we are going to be seeing increasingly 
adopted in the years to come.  

For further reading, check out: https://www.investopedia.com/terms/b/
blockchain.asp 
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Section C - Understanding the Different Kinds of Wallets 

An e-wallet is a device or program where are you can 
store your cryptocurrencies to remove them from 
the exchanges and increase your security. When 

your cryptos are stored on an exchange, your 
information is also stored on the exchange’s web 
servers, making it easier for hackers to find your 
private keys and use them to withdraw your 
balances. 

When you store your cryptocurrencies in a wallet, 
your keys are either stored on your computer or on 
a hardware device, depending on the type of 
wallet you use. 

What does this mean for us? 

Multi-Word Seed Phrase 

It's important to know when you create any kind of e-wallet that you will be 
given a multi-word seed phrase. This seed phrase allows you to regain access to 
your wallet in the case of unforeseen events. Fort’ example, if you use a wallet 
app on your phone and your phone decided to go for a swim in the lake - you 
could use your seed phrase to reboot your wallet on another phone. If this all 
sounds a little confusing - don’t worry! These concepts can take a little time to 
wrap your head around. 

The most important things to know when it comes to your keys are:  

A) Never store your wallet seed phrase on your computer or phone! Storing 
your seed phrase anywhere digital makes it prone to hacking (rare but it 
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does happen). Always write your multi word seed phrase down on a piece 
of paper and store it in a safe place (somewhere you will not loose it!). Your 
seed phrase can be used re-boot your crypto wallet and gain access to 
your private keys, which brings us to our second point: 

B)   Never give out your private keys to anyone or anything asking for them. 

Wallet Comparison 

There are three main types of wallets you can use to protect your 
cryptocurrencies. Let's check them out from least secure to the most secure. 

#1 - An Online Wallet (Hot Wallet) 

Online wallets, or hot wallets, are hosted on websites or your browser. 

Pros: 
• Convenient for quick trading 
• Easy to set up 
• Access your funds from anywhere, anytime 

Cons: 
• The least secure of any wallet type 
• No two factor authentication 
• You are not always in control of your private keys 

Examples of web based wallets include Coinbase Wallet, My Ether Wallet 
(MEW), and Metamask. 

What we do 

We don't use online wallets except to make small exchanges. The exception 
to this is if you integrate your hardware wallet with your online wallet, which 
we will cover in a future tutorial. 
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#2 - Desktop Wallets and Mobile Wallets (Software Wallets, Hot or 
Cold Depending) 

Desktop Wallets store your private keys on your computer's hard drive. This 
makes them more secure than online wallets, however since your computer is 
still connected to the internet, it can still be hacked. We recommend these 
wallets only for coins that you cannot store in your hardware wallet. 

Pros: 
• Convenient and easy to use 
• Moderate security levels 
• Users can often make exchanges from within the wallet, simplifying the 

experience for newcomers 

Cons: 
• Your private keys can still be hacked as long as you are connected to the 

Internet 
• No two factor authentication 
• Higher fees for in-wallet crypto exchanges 
• If you lose your seed phrase, you lose access to your wallets 

Examples of desktop wallets include Atomic Wallet, Exodus and Electrum. 
Examples of mobile wallets include Trustwallet and Mycelium. 

What we do 

We use Atomic wallet as a desktop wallet when we can’t store a coin in our 
Hard Wallets. We use it for its wide selection of coins that you can store within 
it and because it is built in a decentralized way on the blockchain. We use 
Trustwallet for our mobile wallet for the same reasons. 
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#3- Hardware Wallets (Cold Wallet) 

Hardware wallets are the safest way to store your cryptocurrencies. This is 
because your private keys will be stored on the hardware device itself, meaning 
they do not exist online. We recommend these kinds of wallets if you are 
planning on storing your cryptocurrencies in large sums or for a long periods of 
time, aka generating life-changing wealth. 

Pros: 
• The most secure type of wallet 
• Can connect with desktop or online wallets to increase their security 

Cons: 
• If you lose the seed phrase, you lose access to your wallet 
• Not as convenient for if you want to trade quickly 
• More expensive than other types of wallets 

Examples of hardware wallets include the Ledger Nano S & X and the Trezor 
One. 

What we do 

We use the Ledger Nano S because it has a larger selection of coins that you 
are able to store on it when compared to the Trezor, all while still being highly 
affordable. 

 

Click Here to go to Ledger’s Starter Guide if you need help setting up 

your Hardware Wallet if you decide to purchase one. 
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Summary 

Hopefully this guide has made it a little bit easier for your brain to wrap around 
these crypto concepts, we know they can be overwhelming at first. Remember: 
Keep it simple, do what feels good and always do your own research. 

If you would like to go more in-depth with your learning, check out this article: 
https://www.buybitcoinworldwide.com/wallets/ 
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Section D - Selling Crypto & Taking Profit  
 

           

There is no one “golden rule” when it comes 

to taking profits - but there are a number of 

different strategies that you can use. We 

recommend doing your own research and finding a 

profit taking strategy that is most aligned 

with your particular risk sensitivities and 

financial goals.  
 
One strategy you can play with is every time you double your initial investment 

with a particular coin take out somewhere between 10- 20%. If the coin then 

doubles again take out another 15-25%, and if it doubles again take out another 

15-25% (you get the idea). 

 

In this way we are paying ourselves with the profits our coins are making us and 

hedging against if/when the coin will have a reversal in price. A great way to 

take profits is to convert crypto into stable coins which are coins that are tied to 

the USD and thus remain more stable. Our favourite stable coin is USDC.  

The beauty of this is that you can then convert your crypto gains to fiat to fund 

whatever vision your heart is calling for OR you can then use some of those juicy 

profits to purchase more of the same coin (or a few others) when the market 

adjusts and the prices drop. 
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Section E - Setting up Your Google 2FA 

Two factor authentication is using two separate pieces of information in 

order to login to a website. This is commonly done using a text message 

or an email to confirm your identity on top of your username and 

password that you set for that website. 

 This is all well and good, however, if your email where to get hacked or 

your phone’s messages intercepted by some nefarious ne’er-do-well (and this is 

possible), then they could possibly gain access to your accounts if your password 

were to be compromised. Obviously, if we are planning on gaining financial 

independence and generating life-changing wealth, we are going to want to 

protect our assets as much as we can. This is where the Google 2FA app comes 

in.  

 

Google authenticator is a time-based two factor authentication method.  
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What does this mean?  

It means the app will give you a numerical passcode that resets every 30 

seconds. This numerical passcode can now be used as your second factor for 

authentication when logging into websites. So now instead of your second 

factor of authentication sitting around in your inbox or your text messages which 

are more liable to be hacked, it is on the Google authenticator app and the 

passcode is stored temporarily on your phone or tablet. A hacker would have to 

have physical access to your device in order for them to steal your 2FA code. 

Best of all, you don't need an Internet connection or a mobile connection in 

order to use the Google authenticator app, which might be helpful in certain 

circumstances. 

How it’s done 

1. Download the Google Authenticator app on your mobile device 

2. Go to your security settings in your exchanges (Shakepay, Binance, etc.) 
and enable Google 2FA 
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3. Turn on your Google 2FA in the security settings. It will ask you to scan a 
QR code which will look something like this: 
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4. Now,  scan this QR code with your mobile device. You should see a 6 digit 
number appear with the name of the website beside it. This is your 2FA 
code. Congrats! 

5. Sometimes, as in the case of Binance, a website can provide a backup 
code when enabling 2FA. If they do, make sure to write down this code 
and put it in a safe place. This is your backup phrase in case anything 
happens to your cell phone or tablet and you need to log into your 
account. 

6. Repeat these steps with all of the exchanges you are using. There will be a 
separate code generated for each website, so it should appear as a list of 
codes resetting every 30 seconds. Kind of like this: 
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Well done! You are now all set up and secure. 

It is important to keep in mind that you will need to have your phone with you 

every time you go to use the exchange in order to confirm your authentication. 

So don't lose that phone! Consider your phone and your computer inseparable 

when it comes to using cryptocurrencies. 
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Section F - What is Binance? 

 

Binance is a centralized cryptocurrency exchange (or CEX) that allows you 

to exchange one cryptocurrency for another. Since 2018, it has been the 

largest Exchange in the world as measured by trading volume and it is 

showing no sign of slowing down. 

Why should I use Binance? 

 What is neat about Binance is that it has a huge selection of altcoins (coins 

that are not Bitcoin) to choose from while still offering users a safe and 

uncomplicated trading experience. As of February 2021, Binance has over 150+ 

coins listed on their website according to binance.com, which is a much larger 

selection than many of the other centralized exchanges. For comparison, 

Coinbase, the largest exchange in the US, is currently only listing 47 coins. This 

larger selection of all the coins gives users a leg up in the industry, as you might 

be able to get to those gems before they explode in value. 
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 Another cool thing about Binance is that it has something for everybody. 

Into trading bitcoin? No problem. Want to find those obscure altcoin gems? You 

got it. Want to start trading futures with leverage? Got that too. 

Is it safe? 

 Overall, yes. They take security very seriously and follow all of the 

guidelines outlined in the cryptocurrency security standard, or CCSS, which is 

the golden standard for cryptocurrency security. 

 It's important to note that you will also need to take responsibility for your 

accounts safety. This means set up the Google 2FA, bookmark the Binance 

webpage so you don't get fooled by phishing scams, never trade 

cryptocurrency's on a public wi-Fi that has no passcode, don't send 

cryptocurrency's to strangers on the Internet, and never ever ever give your 

private key out to anybody. 

  

 Also, as a precaution it is always a good idea to move your cryptos off of 

the exchange and into a wallet, particularly a hardware wallet like a Ledger Nano 

S. This is because centralized exchanges are large targets for hackers due to the 

large amount of money that they process on a daily basis. Even though Binance 

hasn't been hacked since 2019, and all the people whose accounts were 

affected were reimbursed their losses, it's always a good idea to be as safe as 

you can with your cryptos. 
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Where can I learn more? 
www.bitdegree.org is a solid website for learning about different exchanges and 

wallets to compare them. 

Also, Here's a good article which outlines what happened in the Binance hack. 

You may notice that there are two separate websites for Binance. These are 

binance.us and binance.com. Here is an article that outlines the difference 
between the two. In short, if you are in Canada, you should use binance.com. 
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Section G - Scams: How to Smell Them From a Mile Away 

 

Crypto is a wild, wild west sometimes and it’s no secret that it has its fair 

share of scams to go around. Having been invested in crypto for years 

now, we have seen many scams come and go and we can tell you this: 

You can usually smell a scam from a mile away if you know the scent.  

What’s unfortunate about scams (besides robbing innocent 

people of millions of dollars) is that they are actually hampering 

the growth of this industry by tarnishing crypto’s public persona. 

New-comers are nervous to start investing because they’re 

concerned about somebody stealing all of their hard-earned 

money. Which is a completely valid concern! 

We can’t stop the scams from happening, but we can arm you with the 

best knowledge possible to help you stay clear of them. Luckily, there are simple 

antidotes to all of them which can be easily applied. Here’s our list of some of 

the most common types of scams so you know exactly what to look for. 

Scam #1: Fake Accounts on Social Media 

 As you begin to dive into the world of crypto, you will begin to notice the 

vast sea of scammers that troll social media looking for unsuspecting victims.  
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 Sometimes, they take the form of a false account, posing as a famous 

influencer to get their followers to send them crypto. Usually, they make claims 

of being able to double your money or something of the like. Luckily, this scam 

has an incredibly simple antidote: Never send crypto to a stranger on the 
internet. 

T hey may also ask you for your private keys, which is an immediate red flag. 

Nobody, not even support teams, will ever ask you for your private keys/
seed phrase. Your private keys are yours and yours alone, never ever share them 

with anyone! 

 And lastly, they may post in the comment sections of popular Youtubers 

and artificially inflate their comments with false likes to been seen at the top of 

the comment section. Their stories often sound like this: 

 “Wow! Great content, thanks (Insert Famous Youtuber Name)! I managed 

to 100x my portfolio in 3 months by following (Insert Scammer’s Name)’s trading 

calls. All of you should definitely check him out on WhatsApp (Insert WhatsApp 

Number).” 

 Stay away from these kinds of things, they’re often Ponzi schemes and are 

just trying to take your money.  

Scam #2: Rug Pulls 

 A Rug Pull is a common term in crypto, referring to when you invest your 

money in a particular project only to have the project completely disappear the 

next day, taking your money with it.  
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 This type of scam is common in the realms of Defi (Decentralized Finance) 

because literally anyone can create a fake token, list it on Uniswap or Pancake 

Swap, market it well, and then pull the project, taking all of the investor’s cash 

with them.  

 A Rug Pull can also happen with centralized exchanges. A prime example 

of this is with the Vancouver-based exchange QuadrigaCX, who held over $250 

million dollars worth of crypto on their cold wallets. Then, the owner of the 

company mysteriously died while visiting India, taking the password to the cold 

wallets with him.  

There is a moral to this story which goes: Always do your own research 
(DYOR).  

 Before investing on automated market makers (AMMs) like Uniswap or 

Pancake Swap, check and see if the team behind the token is anonymous or not. 

If they are, be very careful! What is their value proposition? Is it too good to be 

true? Has their smart contract been audited?  

 Before putting your money on a centralized exchange, do your research to 

check that exchange’s track record! In the case of QuadrigaCX, there were 

tonnes of red flags over the years for those that were looking. Check out this 

Wikipedia article if you want to learn more: 

 https://en.wikipedia.org/wiki/Quadriga_Fintech_Solutions 

 Look for exchanges with high volume, a good reputation and 

independent third-party audits (if available). For us, Shakepay checked all of 

those boxes which is why we use them. 
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 Of course, it is always a good idea to remove your crypto from the 

exchanges and into your wallets as fast as possible to help reduce your risk on 

all levels. 

Scam #3: Pump n Dumps (PND) 

 Ahhhh pump n dumps. While not always technically a scam, it is certainly a 

way to lose a lot of your money very quickly if you’re not careful. This is where a 

coin pumps like crazy, only to have some whale (someone who owns a lot of the 

token) or a large number of holders sell all of their supply, causing the price to 

dump like crazy. 

Here’s what they look like. 
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The antidote to this one is very simple: Don’t buy any coin that has just done a 
huge run up. Don’t FOMO (fear of missing out) in on a coin and never buy or 
sell emotionally. Always remain level-headed when purchasing crypto and try to 

find coins that haven’t pumped in a while, or haven’t pumped yet. For example, 

here’s a really good looking chart: 

  

 See how the chart has gone pretty-well flat there? This coin has entered 

what is known as a “consolidation phase” and is primed for another breakout 

anytime. Buying now would be a very good idea if you believe in the project and 

want to invest in it. 

To put it simply: Buy red, sell green. 

Scam #4: Phishing 

 Phishing is where somebody creates an imposter website which resembles 

a real website in order to learn your passwords and gain access to your 
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accounts. The fake websites will have a slightly different URL, so make sure to 

check the web address before using any crypto website or application. 

 Phishing does happen in crypto, so it is good to be aware of this. Luckily, 

the antidote is also incredibly simple for this one: Always bookmark your 
crypto websites in your browser. Once you’ve checked the URL to make sure  

it’s the real website, bookmark it to be safe.  

 One trick that phishers use is to change the public address where you 

deposit money so that the money actually goes to their account instead of 

yours. Crypto transactions are irreversible, meaning if you were to fall for this, 

that money would be gone forever. 

 When you are sending your crypto from one account to another, always 
check the last 4 digits of the public address to make sure they are identical 
after you’ve copied and pasted them. After years of being in the crypto 

markets, we still do this for every single transaction that we do and it’s a good 

habit to get into right from the get-go! 

Summary 

 There may not always be scams in crypto, but for now, it is a very real 

issue and we need to learn how to avoid them. Learn their scent, learn their 

tracks, and you shouldn’t have any problems. Our antidotes have worked for us 

over the years and we hope they help you navigate the wild west of crypto land 

as much as they’ve helped us.
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